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The continued growth in automotive electronics is placing 
increasing pressure on vehicle designers to properly de-
ploy these systems in a safe, reliable, and effective way. 
According to Statista.com, by 2030 the electronics in a car 
are projected to make up around 50 percent of its value at 
a minimum. In order to ensure optimal subsystem perfor-
mance in the electronically-noisy vehicle environment, the 
latest solutions for absorbing or shielding against EMI and 
RF interference must be employed. This is especially criti-
cal in aspects directly related to vehicle operation and safe-
ty like dynamic suspension and braking systems and ADAS 
(Advanced Driver Assistance Systems).

Device convergence and function integration is both helping 
and challenging engineers in vehicle design. Sensor fusion 
and advanced highly-integrated microcontrollers and chip 
scale packages with integrated power and wireless capa-

bilities help cram more functionality into a given space, but 
require proper RF and EMI shielding in order to ensure ac-
curate and reliable operation. 

On the driver and passenger side, vehicle infotainment sys-
tems are becoming more and more complex, with high lev-
els of functionality and system integration. Not only must 
these systems be protected against EMI and RF interfer-
ence, any electronic noise they generate also must be pre-
vented from impacting other subsystems in the vehicle. All 
these issues must be addressed while making the various 
solutions smaller, lighter, and more functional.

▪ Deployment Issues

There are many factors to consider when deploying elec-
tronics in a vehicle. A modern car is a very busy RF environ-
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ment, with noise sources both internal and external Packing 
in more RF- and EMI-sensitive devices makes addressing 
this noise even more critical. Vehicle communication buses, 
wired and wireless, must operate seamlessly with one an-
other amongst noise sources that include driver & passen-
ger electronic devices and systems.

Addressing and balancing all these issues makes ad-
dressing EMI a challenge. Vehicle electronic systems are 
also impacted by noise from connected as well as nearby 
high-power switching systems. The nature of a vehicle to 
be moved from place to place presents the issue of having 
to plan for the potentially worst place it could go and the RF 
environment it could find there.

It is important to remember that multiple separate elec-
tromagnetic issues have a cumulative effect on sensitive 
electronics. For example, the combined emissions from 
multiple passenger devices can disrupt electronic systems. 
Electromagnetic emissions from internal vehicle systems 
and equipment must also be considered. Each item must 
be immune to disturbances in its environment and minimize 
any noise it may create in its operation as well.

Cavity resonance can also be an issue when a circuit has a 
lid, cover, or when a nearby metal surface creates a cavity 
where resonances can form exist, an increasing problem 
as operating frequencies go higher. Standing waves form, 
affecting nearby circuitry and threatening instability in ac-
tive devices. Cavity resonance can result in shielding fail-
ure which can be difficult to interpret correctly. The position 
of circuit elements can address the issue, as well as using 
conductive items to disrupt the standing wave.

System integration and optimization for EMI and RF noise 
involves using electromagnetic compatibility (EMC) meth-
ods that help contain EMI so that subsystems and com-
ponents can work in an optimal manner even when they 
are in close proximity. EMC must be a consideration at 
every step in the design process in order to leverage every 
opportunity to both reduce and compensate for expected 
EMI and RF issues.

Reliability and safety are paramount issues in vehicles, and 
many countries and regions have developed standards and 
regulations on how automotive systems should operate, 
providing a baseline for the industry to follow. Regulatory 
compliance is therefore another aspect in addressing EMC 
issues. Verifying that stray EMI is within specified limits and 
that cars are immune to disturbances from EMS is a must 
in the automotive industry, and that includes infrastructure 
aspects like charging stations that must comply with appli-
cable EMC standards.

Various EMC standards are defined around the globe by 
agencies such as the International Electrotechnical Com-

mission (IEC) and the Institute of Electrical and Electron-
ics Engineers (IEEE). There are national standards set by 
agencies like the VDE in Germany, BIS in India, the Cana-
dian Standards Association in Canada, and the FCC in the 
USA. Such standards specify the conditions and rules for 
achieving electromagnetic compatibility, specifying emis-
sion measurement methods, emission limits, immunity 
testing techniques, and recommended mitigation methods, 
among others.

▪ Protection Methodologies 

When it comes to addressing EMI and RF noise, there are 
several solutions that can be applied at different places, so 
they can be deployed alone or leveraged against one an-
other for greater effect. One of the first lines of defense is 
to use a ferrite device known by many names: ferrite bead, 
choke, clamp, collar, or ring. Different types of beads, like 
wirewound ferrite beads and chip ferrite beads, provide 
different responses to noise reduction. For example, wire-
wound ferrite beads operate over a wide range of frequen-
cies but offer less resistance in DC circuits. 

Ferrite beads can suppress noisy signals on a power supply 
line, and work according to Faraday’s Law. Placing a ferrite 
clamp around a line creates a source of inductive imped-
ance for signals passing through it. A ferrite bead is a non-
linear component, and the impedance provided changes 
with the load current, voltage, and temperature. Often used 
with switching power supplies, ferrite filters suppress and 
can eliminate conducted EMI.

Gasketing and cladding are another EMC methodology, pro-
viding a physical barrier to stray EMI and RF. Such shielding 
goes far beyond simple rubber gaskets, sheets, and fillers, 
which only provide basic environmental protection and are 
not suited for electronic systems. Composed of a homoge-
neous mixture of conductive particles in elastomers, such 
gaskets and fillers have excellent electrical properties, and 
can also offer environmental protection and noise abate-
ment if properly constructed and applied correctly. 

Depending on the nature of the challenge, conductive solu-
tions can be deployed as sheets, ribbons, and cords, as 
well as in stamped or molded parts custom-produced to 
application needs. For example, they can be deployed as 
board-level shielding as cladding in addition to gasketing 
openings in the packaging. These shielding materials may 
have a hybrid layered structure of different materials, like 
fabric over foam, to offer the best of EMI and RF shielding 
as well as physical protection. Other solutions include high-
ly-compliant foam gaskets using a metalized polyimide film 
outer covering for conductivity. 

Multi-functional Solutions (MFS) address both EMI and 
thermal challenges, while providing physical protection for 
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systems from vehicle harsh environments. Hybrid and met-
al ISE (Integrated Solutions Engineered) solutions merge 
thermal, EMI shielding, and microwave absorbers into a sin-
gle engineered package. For example, hybrid EMI absorber 
and thermal gap pad materials reduce the radiation of EMI 
noise as well as providing a thermal path for heat to escape. 
They can also address EMI compliance and thermal man-
agement issues that originate from a specific board, acting 
as a board-level shield, without the tooling investment.

Board Level Shielding (BLS) protects systems at the com-
ponent level, and are usually available in both one- and two-
piece designs. A one-piece shield offers six sides of EMI 
protection, with the sixth side being the board itself.  One-
piece designs offer economical shielding protection where 
access to covered components is not necessary. Two-piece 
shields enable the inspection or repair of shielded compo-
nents without having to remove the entire shield. There are 
no tooling costs associated with single- or two-piece stan-
dard designs. 

One way to deal with cavity resonance problems is to 
use microwave-absorbing solutions in various form fac-
tors – elastomers, foams, dispensed, molded, etc. Mag-
netically-loaded elastomers are often used, as they are 
nonconductive and will not short the protected circuit. 
Dielectrically-loaded materials can also safeguard circuit 
boards when deployed properly from cavity resonances. 
Some microwave absorbers use resonant materials man-
ufactured to absorb at multiple frequencies. 

▪ Choosing a solution

When it comes to settling on a solution set, it is important 
to consider several important aspects of the design, devel-
opment, and deployment cycle. One should consider the 
needs of the application and the desired performance char-
acteristics of each potential solution. Once that has been 
determined, or even in conjunction with the first step, regu-
latory and standards compliance must be considered. Even 
the best solution is useless if it cannot be deployed in the 
target market.

This is where having a good development partner can help 
a great deal. Most experienced solution providers have a 
strong grasp of not only the solutions available to address 
your application, they also can help you address the regu-
latory issues of the target market as well as potential sup-
ply-chain issues that may be involved in the creation and/or 
procurement of any given solution.

The increased amount of electronics in modern vehicles 
and the complexity of the systems involved demand the 
best EMI and RF noise and interference mitigation meth-
ods and products. Having a good development partner is a 
strong force-multiplier in creating optimal solutions for EMI 
and RF noise and interference mitigation. Knowing the na-
ture and value of the potential solutions available to address 
your needs is important to design success.
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